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' CUA VIRUS DISK-KILLER

NGO ANH VU _
Hién nay trong lang tin hoc Thanh phé dang xuat
hién mét loai virus twong d6i mdi, d6 1a Virus “Disk

Jx@

nay da gy khong it néi lo sg cho moi ngudi, tr d6

din dén mot sG ngd nhéan va cdch chéng lai khong hiéu

1 qué t6n kém. Bai viét nay chi nhim néu ra. dic trung
.cla virus va cich phong chong

. sU RA PO

Version 1-0 ra @i vao ngay 1 thing 4 ndm 1989
do ORGE COMPUTER (theo bin quyén virus).

VIEC LUU TRU TRONG VUNG NHO
DI‘»K KILLER: :
1. Twong tv nhu cic B-Virus khac - Virus

' 7 | Disk-Killer cing phdi don cho minh mdt ché. trong
~ vang nhd khi mdy di nhiém Virus dugc khdi dong.
» Viéc don ché dugc ti€n hanh twong ty nhw Brain, Virus
 dugc chia lam 2 phan phan diu va phéan than.

- Phin ddu: nim ngay & Boot sector (d6i vGi dia
| mém) hay Boot paruuon active (d6i vGi dia cing). Khi
- phin dau dugc trao quyén digu khifn, né sé i phén
. than va trao quyén diéu Khién lai.

‘ - Phan than: Virus tién hanh chiém 8Kb memo
| trén cung d€ 1am noi “cu ngy” cla minh va dat lai mot
- 6 ngdt nhu int 8, int 13. Sau khi dat lai, virus lai tdi
~ biing Boot chuin vao, trao quyén cho né.
- . 2. Ddc biét; Néu mdy bj Cold Boot, virus sé 1am
lai ph?m n&y ‘ :
LAY LAN 3
- Moi téc vu doc bing FAT/DIRECTORY déu din
~ @&n vigc lay lan. T4t nhidn theo truyén thdng cda cic
~ B-virus trudc, va bdo dm tinh duy nhat (43 néu ra &
~ bai trude- PTKT s6 2/1990) bling cich kiém tra gid tri
6 W[QE]=3CCBh. Ciing chinh vi dieu nay, moi
- chuong trinh Protect disk sé khéng con hiéu qud vi cd
‘_: Brain 9.2 1in Disk Killer déu kiém tra W[E] = 1234,
 va vi vdy diy 12 mét hudng phong chéng 1dm vao ngod
- cut.
1. D6i vi did mém
Tuong wr nhu Brain, tuy nhién ¢ md rong viéc

lay lan cho moi dia mém biing cich dua vio BPB (Bios

parameter boot).

|- Dinh ddu cic cluster trén dia chwi than virus I
cluster hdng, s6 lugng cluster phu thudc vao loai dia.
' 2. D6i vdi dia ciing:
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Killer”. Vdi swc phd hoai tan khdc ciia minh, Virus -

CUA

Khéng nhu mdt
sO tai lidu cia Mc
Afee cong  bo,
Disk-Killer 14y dia
cing khong qua
Boot Master ma
qua Partition Boot\
Active. Bing cdch
nay, virus dé qua
mit mot s6 ngudi
quan tdm d&n Boot
Master. Than virus :
khéng nim trong cluster nao va FAT ciing khong bi

sta d6i (vi khé ma xdc dinh FAT 1 12 hay 16 va dinh _
vi no) ma nim & nhifng sector hidden dugc ddnh déu.

(.A("H PHA HUY DiA

. Cdc pha hoai dia cia Disk-Killer mang tinh “ngang
tang “vdi dong cong do ban quyén va ciu théng bdo
“Don’t power off or remove diskette while disk killer
is processing”.

Sau khi mdy da bi nhiém 48 gid (tinh theo gid mdy

- da chay thyc su), virus s& ti€n hanh phd hiy dia.

Viéc kiém tra cong tic dém gi0 do virus dim nhiém

£om 2 phan W[1FQ@h] va B[1F2]. Gi4 tri khdi diu cia

W[IFZh] 1a @. Sau mbi nhip dong ho s& dugc ting
L, khi tran B[1F2] dwgc ting 1. Khi tran 6 tuong ung
v6i 1 gio chay mdy. Vay néu gid tri B[1F2] = 30h s&
gay ra phd huy.

Viéc phd hiy chi don. gidn 1a sy sdp x&p loai thong
tin trén dia theo mét cich khiac. Do d6 DOS khong
thé kiém sodt ndi Disk mot khi da bi virus phd huy.
Cdc néi-dung nay c6 thé phuc hoi néu ching ta chiu
khé tuan theo qui dinh cia virus, nghia 13 chiu khé
ngodi chd virus thyc hién hét nhiém vy cia minh va
chic chung ta may min bing mot cdu thong bio “I
.wish you luck”.

Va ciing thit may man chung ta cé thé phuc hoi

‘lai d‘ia sau khl bi pha hoal :
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Hién nay d3 c6 m6t sO noi- (trong va ngoai nudc)
da chdng duqgc loai virus nay. Tuy nhién, cdch xi su &

. cdc co quan khi phdt hién déu & hai dang:

- Hodc phdt hién su r6i loan cda dia va tién hanh
format dia.
- Bl vxrus pha hiy thong tm tren d'a M,
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